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C I T R Alert Date: 3rd April 2020
A Severity Level: @ Very high

Target segment: all

zoom

Security Alert

Description

[
m Zoom has released an update to address several gaps in the company's popular
meeting program.

- Threats

¢ UNC link problem, which allows an attacker to get a password (Hashed)
 The ability of some users to write in the chat box despite disabling the
feature.

—

a Preventive Measures

The Center recommends updating copies of the affected products, as Zoom has
released an explanation for these updates:
e https://support.zoom.us/hc/en-us/articles/201361953-New-Updates-for-
Windows?mobile site=true
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'@ Actions to take

1. Open the Zoom app and log in

2. Click on the profile picture and then click on Check for Updates

3. The program will download the new update
https://support.zoom.us/hc/en-us/articles/201362233-Where-Do-I-Download-
The-Latest-Version-
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